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Introduction & Background

A password manager is a computer program that stores and manages passwords for an
internet user. It can be built in or provided as an extension for certain web browsers. A study
from the University of Connecticut shows that internet users may choose to have a password
because of increased security and not needing to memorize so many passwords (Fagan et al.,
2017). Password managers can store over 100 unique passwords, measure their strength, alert
users to data leaks, and encrypt passwords. However, some users fear using a password manager
compromises their accounts because of weak or no encryption. This study explains the benefits
of password managers, their legal, ethical, social, and security concerns, how the concerns are
handled now, and further required research for improving them.
Benefit of Password Managers

According to a CNN news report, the average user has 100 online accounts (Kelly, 2024).
Most are password-protected. Some users often reuse passwords for multiple accounts because
they can only remember a few passwords at a time. However, this puts them at high risk of
having a lot of personal information stolen. If one password is compromised, all accounts with
the same password are compromised (Dale & Lewis, 2020). By using a password manager, a
user can save a unique password for all accounts without the need to remember it. A user only
needs to memorize its master password, log into the password manager, and the passwords will
be accessible via autofill or copy and paste.
Legal & Ethical Issues

Even though certain laws prevent stealing personal information, — [.E. Virginia State Law
prohibits examining private financial or employment records (§ /8.2-152.5. Computer Invasion

of Privacy; Penalties, 2022) — some hackers may not comply. Therefore, according to the
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SECEPP software engineering principles, a password manager must be safe for all users
(Gotterbarn, 2001). To address this ethical issue, password managers should ensure all stored
passwords are strong and have not been leaked. To measure password strength, LastPass uses a
strength meter (Steel, 2012). The strength meter marks passwords as weak, moderate, or strong
based on the following factors: not a common word or phrase, number of shared access, number
of characters, and if it contains any special characters — lowercase letters, uppercase letters,
symbols, and numbers. To detect data leaks, LastPass uses a process called “dark web
monitoring.” LastPass monitors users' email and alerts them if their accounts have been
compromised (Bachmann, 2020). Password managers that implement dark web monitoring and
strength meters together provide users with increased security by having strong and secure
passwords.
Security & Social Concerns

Some password managers apply encryption is when one user shares a password with
another trusted user. According to Nell Dale and Dr. John Lewis, most shared passwords are
easily accessible to hackers (2020). In essence, the encryption is either nonexistent or weak.
Therefore, sharing passwords with other users is a major security concern. In a study from the
University of Tennessee, most password managers — including LastPass — use AES-256
encryption (Oesch, 2021). This method hashes a password 14 times with 256-bit characters,
using a substitution box each round (Wenceslao, 2018). By hashing, LastPass makes a password
less prone to brute force attacks.

Another security concern is hackers gaining access to a user’s master password,
especially when stored on another password manager. This can also happen when someone

shares the master password. When that happens, all the user’s stored passwords are


https://lastpass.com/howsecure.php
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compromised. Some password managers, like LastPass, use two-factor authentication to address
this concern. But even though two-factor authentication prevents a hacker from accessing stored
passwords, encrypting the master password, again, makes it harder for hackers to obtain. In a
nutshell, a more advanced encryption algorithm is needed for both master passwords and stored
passwords.
Further Required Research & Conclusion

Although password managers provide a strong security, further research is needed to find
more advanced encryption methods for stored passwords. In a study from Northern Ilolio State
University, Computer Scientist Felicisimo Wenceslao proposes a modification to the AES-256
algorithm. This method uses multiple substitution boxes (Wenceslao, 2018). the first S-Box is
the original (Wenceslao, 2018). The second box is created by rearranging the substitution bytes
in each row and XORing them, then replaces the first (Wenceslao, 2018). The process repeats
for every hash. Other methods involve increasing the number of hashes or bit representation of
the keys. People use a password manager to remember over 100 unique passwords. So, finding a

stronger encryption method for password managers key to enhanced user security.
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password gets leaked. The SECEPP principles of engineering can also help with further required
research on password managers since engineers must ensure that internet users are extra secure

with them.
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having a password manager allows passwords to be shared with other family members when
their loved one dies. Together, these pieces of information help establish some background
information on why people choose to use password managers and help establish the idea of
further research required for encrypting passwords stored in a password manager. When
passwords are encrypted in a password manager, they become harder for hackers to access when

shared between two or more users.
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algorithm is weak, then a shared password may become easily accessible to hackers.
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is also used on passwords stored in LastPass. By measuring the strength of a password, LastPass
is ensuring the public's safety by letting the user know if a password needs to be changed —
taking four factors into account. Understanding how LastPass measures password strength helps
address the ethical issue of ensuring the safety of all internet users according to the public

interest based on SECEPP engineering principles.
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Since the audience is in Virginia, using Virginia state laws as an example could help
underscore the legal issues of hacking into internet user accounts. Although hacking without
authority is a criminal offense, most hackers don’t comply - regardless of whether a hacker is a

black hat, white hat, or grey hat. Therefore, password managers take the ethical issue of
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protecting internet users into account. In essence, understanding how the legal issue of hacking

isn’t enough alone helps establish the ethical issue of protecting password manager users.



